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Overview

The purpose of cyber security is to ensure that information can be used when required in the conduct of
business with the confidence that it is accurate and complete, and that it is adequately protected from
misuse, unauthorized disclosure, damage, or loss.

As a digital business, MEL (and its subsidiaries) operates in an increasingly complex operating environment,
managing cyber risk across organizational, technical, and geographic boundaries. Threats can occur from a
variety of points within the eco-system in which MEL operates.
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Purpose & Scope

Purpose

The purpose of this document is to define the policies and standards which must be applied to maintain
the confidentiality, integrity and availability of the information and IT assets supporting the business
processes of MEL.

This policy is an operational policy. This means that all aspects of the policy are mandatory and must be
adhered to by all staff.

This policy sets out the minimum acceptable security objectives that are designed to help MEL meet its risk
appetite. As such, this policy does not define how an objective should be achieved, since MEL operates in a
complex technical landscape and security objectives may be achievable by a variety of means. Operational
standards may provide guidance as to the preferred method of meeting a security objective defined within
this policy.
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Scope
Organization and applicability

This Policy covers all IT assets within MEL. IT assets include all information, data, software, hardware and
communications equipment and networks owned or operated by or for MEL.

Assets and Services

MEL’s IT assets may be owned, leased, hired, developed in-house, or purchased, and include all computing
facilities along with interconnecting networks. The MEL Cyber Security Policy covers all assets and services
which are operated, contracted and/or outsourced by MEL.

Personnel

This Policy applies to all Personnel working for, or with, MEL who have been authorized to access MEL’s IT
Assets.

Personnel are defined as all management, employees, contractors, consultants, and parties engaged
(including contract personnel) by or for MEL.

However, it excludes Brokers, Customers and Consumers (e.g. people who advertise property, place ads or
are typical site users) of MEL.

Local differences

This Policy covers all of MEL companies. Some business areas may choose to create additional cyber
security policy documentation to reflect their particular business requirements; if so, such policies will be
viewed as subordinate / complementary to this MEL Cyber Security Policy.

Definitions & Descriptions

Personal Information is as defined by the Privacy Act 1988 as:

“Information or an opinion about an identified individual, or an individual who is reasonably identifiable:
1. whether the information or opinion is true or not; and

2. whether the information or opinion is recorded in a material form or not." Or as otherwise
defined in The Way We Do Things: Looking After People’s Information.
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MEL Security Policy

1.1 How to Read This Policy

Security objectives defined in this policy are assigned to three roles — All Staff, Product Staff and Technical
Staff. Objectives that must be met are indicated by [X]. This means all personnel as defined in section 1.3
must meet the objective.

Objectives accountable to the role of Product Staff or Technical Staff are additional accountabilities to all
the Staff.

In practice, this means that Product and Technical staff have greater accountability under this policy due to
the nature of their role and the fact they operate additional controls that are designed to meet objectives
outlined within this policy.

1.2 Roles

This policy has been divided between accountable roles within MEL. For the purposes of this policy,
accountable roles have been highly simplified to ensure that the staff has clear understanding of their
accountabilities outlined in the policy.

Role Definition Examples

(As outlined in this policy) (Whothis applies to) (Note—notall MEL roles)

Unless otherwise defined, all staff relates to | Leadership Teams, Managers, Sales,
any personnel working for or with MEL who | Marketing, Finance, People & Culture
All Staff have been authorized to access MEL’s IT | etc.

assets.
(l.e., Roles not directly involved with

defining, developing, or creating
products for technology.)

This role applies to any personnel involved

with defining, developing, and delivering Product Managers, Business Analysts,

Product Staff products and services, i.e., functional Delivery Leads, Head of Product.
requirements.
This role applies to personnel involved with
building,  maintaining and operating | IT  Leadership  Teams, Developers,
Technical Staff technology including administration duties, | Engineering, Operations, Security,

i.e., non- functional requirements. Enterprise Technology & Platforms.

1.3The NIST Cybersecurity Framework

For the purposes of this Policy, the terms and definitions given in NIST Cybersecurity Framework v1.1 2018 apply.
The Cyber Security Framework covers 5 key areas:
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FRAMEWORK
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IDENTIFY

(ID.AM) Asset Management

By knowing (and having visibility) into where all our people, devices and systems are, we’re able to better
determine our security posture and identify any exposures to security threats which may not be in line
with our security risk appetite.

Policy Objective Accountable Role
A ntable roles must: All Product Technical
ccountableroles must; Staff Staff Staff

identifyall devices, systems, services and create aninventory of associated assets, this includes (but is not limited to):

e Physical devices X X

e Software, platforms, and applications X X

Develop and maintain supporting documentation, which includes:

¢ Information on the business criticality of

. . X X
these devices, systems, or services
e Documenting the flow of information(e.g., A
dataflow diagram) which shows connections
between MELinternalandexternal systems. X X

(e.g., AWS)

(ID.BE) Business Environment

MEL’s Mission is to change the way the world experiences property. In doing so, we have an obligation (legally and
ethically) to protect our customer, consumer, and confidential data.
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Policy Objective Accountable Role

All Product Technical
Staff Staff Staff

Understand who they do business with and who can access handle and process MEL information, including:

Accountable roles must:

e Third parties
e Technology providers X
e Suppliersandsubsidiaries

understand the regulatory frameworks that MEL must comply with, including:

e Privacy
e Financial services X
e Marketplace

(ID.GV) Governance

As an ASX-listed organization, it is important that we manage our organization in a way that gives our shareholders
confidence that we are managing risks within our macro-environment. In the case of cyber security risk — this
includes the policies, procedures, and process that which drive our approach to managing cyber threats.

Policy Objective Accountable Role
Accountable roles must: All Product Technical
) Staff Staff Staff

Escalateriskstothe Executive Risk Committee (ERC) that may be outside MEL’s risk appetite

e Usingappropriategroupriskleads | X

(ID.RA) Risk Assessment

Cybersecurity threats are one of many risks that could have a financial, reputational, legal, people or business
continuity impact to MEL. So, we need to make sure that any actions we take (that may increase our exposure to
these threats) is carefully considered and discussed with the right level of decision makers.

Policy Objective Accountable Role

Accountable roles must All Product Technical
u ust:
Staff Staff Staff

ConductaSecurity Impact Assessmentwhen MELinformationis being handled, stored ortransmitted across networks or
withthird parties. Security impact assessments will be used to:

¢ |dentify threats (internal / external) X X

o Identify asset vulnerabilities X X

e Understand businessimpactsand thelikelihood of them
occurring

e Develop risk responses (treatments)and determine their
prioritization




(ID.RM) Risk Management Strategy

MEL’s Risk Management Framework (and its associated policies) is our guide for analyzing, mitigating and treating
risk.

Policy Objective Accountable Role

All Staff ProductStaff Technical

Accountable roles must:
Staff

Adhere to the MEL Risk Management Framework including:

e Maintaining arisk register X X

e Reportingsecurityrisksthatcould be outside MEL’s risk
appetite

e Implement or comply with security recommendations that
are required to reduce, mitigate or manage a risk to an
acceptablelevel

(ID.SC) Supply Chain Risk Management
MEL’s Procurement Policy is our guide for managing supplier and third-party risk.

Policy Objective Accountable Role

All Staff ProductStaff TechnicalStaff
Accountable roles must:

Manage cyber supply chain risk with suppliers and third-party partners, including:

e Adherenceto MEL's procurement policies,
process, and procedures X

e Performingenhanced duediligencewhere

o X

criteriais met

e Designingcontractsthatalignto MEL's security X
risk appetite

e Routineassessment of critical
suppliers* to evaluate the are meeting their X
contractual obligations

e routine assessment of response andrecovery X

plans for critical suppliers*




PROTECT

(PR.AC) Identity Management, Authentication & Access Control

Your MEL identity (just like your personal identity) is one of your most valuable assets.

If any MEL account is compromised, the identity can be used to gain the unauthorized access to valuable MEL
information. However, if you only have the access you need, in the worst-case scenario, any malicious activity is

confined to the boundary of your access.

Policy Objective Accountable Role

All

Accountable roles must:
Staff

Product
Staff
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Technical
Staff

Manage identities and credentials for systems where information is stored, used,

or transmitted from, including:

basis!

e Authorized devicesand personnel X X
e Useunique identifiers X X
e Physical access X X
e Remote access X X
When building, changing, or maintaining access and authorization systems;
e Authenticate users commensurate withthe risk of the
transaction (i.e. multi- factor for high-risk transactions or X X
access to sensitive data)
e use the principle of least privilege (need-to-know)
and incorporate segregation of duties when defining X X
roles
e defineand manage ownership ofshared accounts
(e.g., system accounts) X
e ensureaccessremainsassigned on abusiness-need-only X X

1Where access relates to a system or application in-scope for the Sarbanes-Oxley (SOX) program, user access management procedures (e.g.,

periodic reviews and timely offboarding) must be performed in accordance with requirements defined by the Risk & Assurance team.

(PR.AT) Awareness & Training

The malicious people of the internet are always learning. Just like them, we must maintain our vigilance and make
sure we're aware of the new ways in which they wish to take advantage of our MEL identities. This helps us prepare

for situations where the worst happens and what we can do to protect ourselves and MEL.
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Policy Objective Accountable Role

All Product Technical

Accountable roles must:
Staff Staff Staff

Be informed and trained in their security roles and responsibilities including:

e Complete mandatory security training / applicable

. X
policies

e Reportsecurityincidentsincluding suspicious emails

(PR.DS) Data Security

MEL has a no tolerance for the loss of consumer and customer data and has designed its security and privacy
programs around this tolerance level.

Security controls for our products must also be designed with this in mind and there are several security tools which
provide the acceptable levels of control required for an ASX 100 organization, which is subjected to the Privacy Act.

Policy Objective Accountable Role

A ntable roles must: All Product Technical
ceountablerofes must: Staff Staff Staff
Manage andprotect MEL Data Assets;
e Throughout their lifecycle (including creation, transfer, and X
destruction)
e Supported by adequate capacity planning X X
e Where appropriate, incorporating integrity
checking mechanisms to verify authenticity and X X
prevent tampering
e Protectingwhenintransit (e.g., by using secure tunnels) X X
e Protecting when at rest (e.g., by using strong encryption) X X
e Protected againstunauthorized access (e.g. by using strong X
authentication)
e Securelydestroyed when no longer required X X
e Retain data only when there is a validbusiness reason to
doso,andin compliance with Privacy requirements X
e Segregated between development / test and production X X
environments
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Security Policies (like this one) provide an overarching framework for MEL personnel to ensure we’re managing our
security responsibilities in line with our risk appetite for data loss.

Policy Objective Accountable Role

Accountable roles must:

All
Staff

Product
Staff

Technical
Staff

Create, maintain,andimplement policies, processes, and proceduresinthe following areas:

A baseline configuration of information technology
they operate

A system development life cycle

Backups of information

Datadestruction

Continuousimprovement processes (e.g. PIRs,
retros)

Vulnerability management

Physical security of buildings and data centers

Reportthe effectiveness of protection technologies, including

Response plans (Incident Response and Business
Continuity) andrecovery plans(IncidentRecovery
and DisasterRecovery) for high-priority systems

Testing response and recovery plansat agreed
intervals for high priority systems

Cybersecurityinhumanresources practices (e.g.,
de-provisioning,personnel screening)

(PR.MA) Maintenance

When third parties manage assets on behalf of MEL, we are trusting them in our environment. Just like we trust a
repairman in our own home, we need to ensure that if for any reason they go outside the scope of their
engagement, we’re aware and alerted to this activity.

Policy Objective Accountable Role

All Product Technical
Accountable roles must:
Staff Staff Staff
ensure when maintenance and repair of organizational assets are performed by a third party:
e Workis logged in a timely manner, with approved and X
controlled tools
e Workisapprovedand performedina manner that
prevents unauthorized access, including adequate
remote management protection (e.g., through the
. . X X
use of a VPN and short-lived credentials)




éE STATES
(PR.PT) Protective Technology

Just like a flight recorder in a plane, we need to ensure that if a system fails — we have accurate logging to ensure
that we can identify the root cause and continuously improve our protection mechanisms. The same logic applies
when we are referring to security protection mechanisms.

Policy Objective Accountable Role

All Product Technical
Accountable roles must;
Staff Staff Staff
Design protective security technologiesthatensure:
e Communications and control networks(i.e.,
management networks) are protected X X
e Audit/logrecordsaredetermined,
documented, implemented, and X X
reviewed
e Removable mediais protected X
e Resilience requirements in normal and X X
adverse situations are met

DETECT

(DE.AE) Anomalies and Events

We need alerting to ensure any activity that occurs outside the “norm” is identified and investigated by the
appropriate party. If we don’t identify these “spot fires” we may end up with a “wildfire” which is a lot harder to
manage.

Policy Objective Accountable Role
All Product Technical
Accountable roles must;
Staff Staff Staff

Build application and system detection processes and procedures for security events that includes:

e Abaseline of network operationsand
expected data flows for employees and X
systems

e Theabilityto analyze detected events to
understand attack targets and methods X

e Aggregate and correlate from multiple
sources and sensors and establish incident X
alert thresholds

e Determining the impact of events X
e Establishingincidentalertthresholds X
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(DE.CM) Security Continuous Monitoring

The malicious people who target MEL work around the clock with automated tools and alerting (just like us) so we
need to ensure we have tooling which alerts us to any odd activity around the clock.

Policy Objective Accountable Role

Accountable roles must: Al Product Technical
Staff Staff Staff

Monitor the following for cybersecurity events:

e The network

e The physical environment

e Externalservice provider activity X

e Unauthorized activity by personnel, devices X

and software

e Unauthorized mobile code X

Vulnerability scans must be performed to:

e Continually identify exposures X

e Detectunauthorized mobile code X

(DE.DP) Detection Processes

We need to make sure we define our detection processes within our squads, or better yet — at a tribe level.
Consistent detection processes allow us to have greater confidence in our ability to detect potential security events.
To ensure these processes are working as defined, regular testing is an imperative.

Policy Objective Accountable Role

All Product Technical

Accountable roles must:
Staff Staff Staff

Build detection processesand procedures for security events, which:

e Havewelldefinedrolesand responsibilities

X X
e Areappropriately tested X
e communicate eventdetection information to X X

appropriate parties

e Arecontinuouslyimproved X
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RESPOND
(RS.*) Response Planning, Analysis, Mitigation, Communications & Improvements

If the worst happens, it’s important to have a plan. MEL has a Business Continuity & Resilience Framework which
helps teams design their own incident response plan.

Well designed, tested, and practiced plans means the actual business impact of incidents are minimized and teams
can get back to doing what they do best, quicker.

Policy Objective Accountable Role

All Product Technical
Accountable roles must:
Staff Staff Staff
Execute response plans during or after an event, for which:
e Personnelknowtheirrolesand order of X
e Operationswhenaresponseisneeded
e Events are reported consistent with established X
criteria
e Information is shared consistent with response plans X
e Coordination with stakeholders is consistent with X

response plans

e Voluntary information sharing occurs with external
stakeholders to achieve broader cybersecurity X
situational awareness

e Notifications from detection systems are

investigated X
e Vulnerabilities are disclosed to the organization by
internal/external sources X
e Manage incidents, ensuring:
o The impact of the incident is understood X
e Incidents are categorized consistent with response X X
plans
e They are contained X X
e They are mitigated X X
e Forensics are performed X




RECOVERY

(RC.*) Recovery Planning, Communications & Improvements
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Business Continuity Planning is for the worst-case scenario, for which incidents cannot be recovered within the

allocated recovery time or data point.

Policy Objective Accountable Role

All Product

Accountable roles must:
Staff Staff

Technical
Staff

Create, maintain and rehearse recovery to be executed during or after an event, which must include:

e Lessonslearntincorporatedinto future recovery
strategies

e Managementofpublicrelations (external
communication)




